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Facebook is an online social media platform that has over 2 billion users across the globe. It wa
for university students but soon expanded out and since 2006, anyone over the age of 13 is able to joi
the platform. It is available on all devices from your desktoj omputer to smartphones and
tablets. Users can add photos and videos, update their status interact with others and catch up with the
latest news. Despite requiring users to be over 13, there are no age verification measures and children
can easily create an account. It's therefore important that parents familiarise themselves with the main
features of the platform to ensure their young ones remain safe if and when they use it.
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() STRANGERS/FAKE PROFILES [ .

OVERSHARING

(= INAPPROPRIATE ADS

‘Generally, people are who they.

People youmay know

say they are online. That said, “whatsonyourmindbut hldren i
AL sy e Hide ad
csn'tfree of malicious Teveing Sboutinemidves cnime. ed

users and children have. Facebook allows us chance thatchildren could be d
recelved friend requests from location, et vevideos and subject o ads during their Report a
people they dont know, ore.So experience on the piaform. Tellusabout a problem
including individuals who may traced uﬂngﬁle data, t0o, 501 This could beinnocuous butis: h . )
lonkto'akeadvantageat young irportast knpiilghlgmup-nd yertbening nmind hen Why this ad?
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Facebook encourages you to share

ever stricter on the content of

More options

= LIVE STREAMING

[ @ PRIVATE MESSAGING ©

broadcasts live. During the video, people can react and comment
and i’ difficult to moderate the content given everything
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@ MAKE PROFILES PRIVATE

Withinthe satingsof a Facebook
account, 3

3 REPORT VIOLATIONS

O Facebook you're able tohide gyt s post
rt
Yo ittt oy

serious time on the

Cafety Tips for [arents

© ok

 SHARE DEVICES

Showyour chidren howand Depending on theageofyourchildren, ts
k. This will
help to demonstrate that it can
s ey
e manner and help
o reﬂn(eme risk of them
ing harmful content.

© RESPECT BOUNDARIES

As with anything, thereare

potentialisksand dangers on e plaform,don't be fald

Facebook butonceyouve tlked checkin and see f there

about the deas of afety on the anything on Facebook they'd

Mom,ghedllldren:u ket discuss Tis st always
Trustther

e St eyt

Once they've had some time to

spa rt
choices butalways be open to
talking about social media.

Meet our e)(Per[

Alex Wright s a former Facebook employee and social
media expert with over 15 years' experience working
in digital media. He has worked with some of the
biggést organisations i the world and has a wealth of
knowledge i understanding how social media
Platforms work and how they engage their audience.
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their children, should they f

hold ar rmed conversation about
vetl\lswh:aduls should be aware of. Please visit

snap haj
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like an online
of filters to e

uploads. The app has additi
contains videos and images t;

W' Instagram is a hugely popular social networking app with over 1 billion
% worldwide. The a ich is i i0S and

usel which i

Publish date: 23/05/18
Edit date: 06/03/19.

Android devices, allows users to upload images and videos to their feed,
3a|lery. Images and videos can be transformed with an array
it the shot before sharing. Anyone with an account can see
others’ online ‘galleries’ if their account is not private. To make posts easier
to find, users can include searchable hashtags and captions to their

itional features like an 'Explore Page; which
lored to each user based on accounts and

hashtags they follow.

What parenfs need fo know about

0 HOOKED ON SCROLLING

RESTRIC,
&,

@&/

EXPSOSING LOCATION 4%

als0totheir stories. While this may seem fike a good idea at
the time, it can expose the location of your child. Thisis

‘engaged on them for as long as possible. Behavioral economist
Nir| r

min ling may
become addiictive and it can be difficul to stop scrolling until
they find that'something'they are looking for. Children may

their school unf

Instagram feed.

= SLIDINGINTODM'S [%]

DM

deos
‘other privately (or in a private group). Even if your child's

the
themesagewil st b
thel

Tocate them.

boss Adam Mosser promised to ban images of self-harm,
following the suicide of 14-year-old Molly Russell, who had

' LIVESTREAMINGTO |5
< STRANGERS

M HUACKED HASHTAGS M

Like Twiter, hashtags are also an extremely prominent tool
in Instagram and with that comes dangers for your child.
ingly
particular thing in mind, and before you know it hundreds of

bl INFLUENCER CULTURE ':

Influencersare sometimes paid thousands of pounds to

broadcast, but thisfeature an be tured of. f your chld's

they later regret,

come. Public:

child blo

the hashtags or in the comments of their post, making itunclear
&am?;”mm'“u.m.g:.m This can
misleading to young people

RESTRICT DIRECT
MESSAGES

3

the NSPCC.

year:
iggest

I February 2019,
faied

self-regulation after it was

peoplecouldbe us ne glors 5
inappropriate or dangerous that your child certaini
shouldn't be exposed to.

CD 5

Instagram TV (IGTV) works similarly to YouTube. Users can
mk?\vmnsﬁnmlwnumexmunﬁ theplatform or
‘own videos. |

their own channel and post

reveal
than tripled. 5,000 cases of sexual communication
yoling as 5, took place in 18 months.

stagram allows payments for products

directly through the app. It operates under the same rules as
Facebook Payments, which state that f you are under the:
u can only use this feature with the i nt

any
channel and doesn't have to be fri

a an some ofits TV content whi
featured sexually suggestive imagery of children. As the

‘education being disturbed.

SCROLLING

Instagram added a You've completely caught up’ message
in late 2018. This message breaks up the feed and notifies

FILTER INAPPROPRIATE
COMMENTS

Instagram has an‘anti-bullying'iter, which hides

them messaging your child again.

K OUT FOR#ADS

In January 2019, the UK's Competition and Markets

the app and

. The filter

set healthy time limits.

PROTECT THEIR PERSONAL
INFORMATION

eir posts,

ir p

take action against the user if necessary. This is an

‘turned on in the app’s settings.

TURN OFF SHARING

personal choice and opinion.

If youare happy for your child to have a card associated
eir N

y

USE A PRIVATE ACCOUN'I;

By default, any image or video your child uploads to.

willalso help prevent unauthorised purchases. This can be
added in the payment settings tab.

WWW.

com

‘you and only people you approve will see your posts and
videos.
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e et s Waioe e aurend st
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DON'T FORGETTO BE VIGILANT &
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f Facebook - /NationalOnlineSafety



their,

‘The Snap Map'lets you share your EXACT locati
real-time through a map on the app. The user’s
location has b d

While Snapchat's gimmick is that all photos, videos
and text disappear eventually, users sill have the

Please visit

o vidl

has been sent to them. Users may sometimes
= ible and send

‘Snap Games'is a feature within the app where users

the device. There is a warning on the Snapchat
website about uploading images and videos to‘Our
Story'stating that"snaps you submit to‘Our Story’

can play

iog kg
‘who they think they trust. Due to‘Snaps’

is easily accessed by tapping on
‘Anoth

photo or vi
pl

iy e
users to watch content created by Snapchat,

you
our Smry, your child’ i

d Stories on -
:odayounmumuve,"

comedy shows, drama, news and more. These

i recorded
using another device or software, this can lead to
further dangers, such as blackmail an
cyberbullying.

Itisillegal to make, possess,
load, store and share sexual

images, photos and videos of a

person under the age of 18.This

g

ger the

longer the streak becomes. Furthermore, Snapchat
e RO e

treaks, by gifting emojis,a s for

y
However,f 3 young person s
found creating or sharin

e police can choose to record.

m.kingt@eumg.kmlong as possible, which can

buttaking formal action isn'tin

themselves and their friendships.

National
Online
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THERISKS OF SEXTING

Iecan e lighty awwardtling about s
id,

have severe consequences as the message, image or
ideo can be shared further.

REPORTING A STORY, LENS,
FILTER, SNAP OR MESSAGE

Hyour child comes across nappropriate Snapchat ontent
ent directly orin another person'ssory. advise
them to epor This may include an

e R
shouldopenthe appa and select the
lons they want to repor - An fo button will appear above
the lens. Click this, followed | end
areport to Snapchat
e made on the S
support.snapchat.com.

USE‘GHOST MODE

Wa highly ecommend enabling Ghost Mode'on the 3pp so

that your child's Tocation wi

onthe‘Snap Map(To enable

e the oy In 1 top gt cormar . Here, change the
to'Ghost Mode!

H?W ng DELEI:E AMESSAGE

e sande can o deitethen. To dalat a masiage;simply
ress and hold the sent message and press delete.

TURN OFF‘QUICK ADD’

“Quick Add" helps friends find each other on the.
er s in their phone

child turns off the ‘Quick Add" feature. This can be done in
ettings.

the app, which may be quite addictive.

filters and lenses
your‘selfie.

h i me b

tations and create feelings of
lnadequaty Childran may strive for admiration and

flend st Judging themselves against other users on
the app might threaten their confidence or self-worth.

A
2

RESTRICI' STORY VIEWS

o5 o theivstory
last for 2 hours B default,
pls R Co st siors
e privacysetingsto ensure that
s can simply be done in the
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Id can add videos and ima
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eir chil hould th

feelitis needed. Thi y be aware of. r further

Although children of all ages often watch YouTube content directly via the website or main YouTube app,
YouTube itself states that the only place children should be watching its videos is in the YouTube Kids app.

8 things parens need fo know about
YOUTUBE KIDS ©

ESTRIC,
£ "o¢

1 SETTING UP . = - 2 USING THE APP

OSCAREXUANSYOUTUREKDSTOPURENTS  § || sk enpsns it ety

Toset uplhe‘(e«mhe Kids app youneed to N Based on how you have set it up
dothefollow your child can then use the a
 Dovinioad i YouTube ids app and - to explorea safe set of videos.
connect your YouTube acc It's worth noting that YouTube

2-Speciyyour childs name, age and birth

3-Selectthetypes ofvideos toncluden the
‘app based on their age or select
yourself.
4-1fyou choose to approve content
Yourslfyou il presented wit some
sample videos to acceptor
et collctons,shows, musicorlearning.
5-Once chosen you are ready to use the app.

3 ADVERTISEMENTS

ing p
Kids, i

aCrafingWithAZre

4 SELECTING GREAT CONTENT ) o

channels, videos or collections of videos for your child to enjoy. This R -
t ﬂ aAlaboutrankie

@ ——

devices whi
. The app also avoids vi i i TV once their time has run out on their device.
ugg

Are there particular topit
resonate? Then you can check through different options in this
i = i

i i
i s e (@ cher ki
SOagested. g
policing mechanism.

RESTRICTIONS WATCH ING TOGETHER RECOMMENDATIONS

As well as using the YouTube Kids app, you YouTube viewing Foryounge
e e Yo uwbel(ldslwlok«vubsanvmn
‘your family watches YouTube. Ens they have
Irelogged inwhen usingYouTubeand ot For e aooiod w«ommdwkmanmxopofm
‘turn onRestricted Mode'in your User family activi oget home screen and then swipe right. You
Profle.You canalso et tisatthebottom willsee jththeplaybuttonon

‘yourfavourite videos with the
icking' videos! them and ared bar at the botto
Modeion Euum&ll!mllw(llﬁlm sparks conversations about what you've are thevideos o urd\lldhnvut(hed
‘on this browser to Anywihare the bar at the bortom s most <

e«wno(heuumunlm‘ itoff. that you've | watching Mlslvld!o,ﬂ'dllldh!ﬂdwed
.
eef our experf, ’ National
P y
AndyRobEl’txnniszplrEn'l of three children on I I ne
and journalist who writes for national
oo Safety’
children to healthy play. ] #WakeUpWedheSdaa
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ing parents, carers and trusted adults with the information they need to hold an informed conversation about online safet,

e focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for fuy @ ant i o adle

TikTok is a video-sharing social media app available on i0S and Android which lets users

create, share, and view user created videos much in a similar manner to Facebook, Instagram
Snapchat. It’s main draw, however, is that users can record and upload bite- s ed

looping videos of themselves cing and dancing to popular mu: often

for comedic effect, which can then be further enhanced with ﬁltm. emojis and Stickers.

TIkYok has been deslgned with the young user in mind and has ddictive appeal. At
2019 it come the 05 stora’s most

downloaded app wuh over 33 million downlobds. Estimates mggest that it now has anything
between 500 million and over 1billion monthly active users worldwide.

What parens need to know about

arental gui Whensigning up for the

:pp,h‘swsslb{uollemw‘xwmmml form of verification.

Aschi most of the ideos they relikely
on dance routines

il
explict
lhull:!!sllve

‘everything and it an be quite common to come across explicit conter when viewi
‘on thefor you feed when logging into the platform. oS onheapp: ‘and more drastic lengths to get noticed.

IN-APP PURCHASES

s social network, TikTok makes it easy to Social media s designed to be addictive and Asidefrom the content. theres o the optionto

National =

Online | .

m for
H#WakeUpWednesday 4

e e (T

u r the digital welbeing section
usethe app, make sure you also take the time ron TN s ke s o st | e e wn-nmnﬂrkudlmdg
1o talk to them about what they are seaing on 1o private. This meansonly those users yourchild =@D uingar I sticedmode
the app Have  ialogue, togive you =
opinion on what s appropriste and =
modelthe correct behaviour for ther, Go over (hllﬁsqulofmdalmldhsuwﬁzmn, ..mmnmmmwwnmml
iy heyshouliiveut prvte willkeep their account. fmmmngnm. proo. When enabling restricted £
onrigenoslepheosande Seting can be enabled undr the privacy and e parens houid il beviglant
lmm nqm-nmnhktmlnllyamn ofthasy
z}-e way o Controle
Kavping e socai e smay. Comments and messages among other options.
Understandingand yourseiisa — s eneranings TiTok s youcan bhelp your il
greatway! mg«mmummk?z‘mmm moderatetheltme o the app by making use
Sven usethe app with your child and watch some cy
Videos with thern. I nelheplmmohkmevm safespace for your chid to express hemselves. However, managementopion,youcan i the iy
notmake you populay keepa. st cse something dos managetosip hrough slisdtimeallovedsnthespriny
ikt ey e waming oud S, That e e cog 720
andget them o come to e prtarence behind 2P s which st
with your il aso.You could even unleashyour Vouabout what they have seen. TTok allows users 10 beinputtadinorder o hen exceed hedally ime
Youcan i i

(more importantly) keeping them safe online.

Mee{our experl s ST g

Pete Badhis a writer with over 10+ years in research s
and analysis. Working within a specialistarea for
West Yorkshire Police, Pete has contributed work
which has been pivotal in successfully wi

inghigh turn features. mmmsnlunsmnu.?
profile cases in court as well as writing as a subject v me the abilty o send and receiv direct messages and with
‘matter expert for industry handbooks. q et e eeor e
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feel itis needed. This guide focuses on one platform i be aware of. i i r further hi ps
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1 ACCEPT FRIEND REQUESTS FROM
ST RANGERS OR PEOPLE You DON'T KNOW
Onl¥ share it with people you know like friends and

k a trusted adult, like your teacher ora ‘B‘ 'L\/‘ /‘ ou ) {@ © 68
22%E.'L'!‘:o"{hi:'s‘{:i‘:‘_',':!s"c“aﬁ".’s"e%‘?°“’ . SPEND OO MUCH TIME ON YOUR DEVICE
\) P e URAC i ’ /
Treat them like you would treat them in real . @ % ‘%%S &@g ( @ 5

life and always remember your manners. Rﬁlzt 1ES 0}3 PESgPLE WHO SEN'% Yo Jl%
) Y MESSAGE! _
! ? ( ‘f @) ()

~

7

mc
If other another person is sending you na: usted

messaﬂif:,t a tﬂ:lsted adt:llt will rbtet Ia‘ le to h s%

ou collect evidence and report the person

S e ieia et on e 4 COPY PEOPLE'S WORK ONLINE g

o ol PR TIDURS

Ask a trusted adult to help you create a - s BE MEAN OR NASTY ONLINE 6 a
be EAr Ly

password that you can easily remember but
which is hard for other people to guess.

V@\

S
@ 6 USE VOUR DE\"CES CLOSE TO BEDT'ME [
* \w_g«// ‘\rﬂ-?/,r‘ J 7

aikeg | /m
thing Iff m

This is so that they can checkit is safe for you to
use and make sure the privacy settings are right.

J 7 SHARE PERSONAL INFORMATION ON @)~
bl s el THE NTERNETWTH @"GER%

) donitknow ®

h\ _\\ 3)

e ®) T4

so that the information you get back is safe.
—~ ™ '/'-’-“Q ~ —~
® ©@~¢ © €
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45/ 12 Smartphon
Online Safely Tip

. .  FORCHILDREN WITH NEW DEVICES

N/ . 3 4
2 The Christmas season has finally arrived and soon many of you will be opening your presents in &3 2
‘ the hope that Santa has listened to your request for the latest mobile phone or smart device. '
Owning a mobile phone can be fun, but it's important to use it safely and responsibly. By
following. our safety tips below, you can make sure that you set up your phone securely, keep
your personal information private and enjoy using your phone in the healthiest way possible. < o ‘

1 ALWAYS SECURE YOUR PHONE WITH A PASSWORD (7 LIMIT YOUR SCREEN TIME =
e el e pudr W gy s gy an make youfedl g
2 DISABLE LOCATION SETTINGS o %% e el o
. o, : : e “8 THINK OF OTHERS WHEN TAKING PHOTOS S&B50e
o~ rouarehn: © o Lot e e
3 ALWAYS USE A SECURE WIF! NETWORK E T S
= byin e (3) MAKE SURE YOUR PARENTS SET UP - (@) °
¢ Eipale— ' pecpiecoud () 0 ‘PARENTAL CONTROLS' -
‘without you realising. S ! : ) 2 ’ op
-4 ONLY-PAIR WITH BLUETOOTH DEVICES YOU KNOW o getanew oo de y
: - ' S
g For Sy ‘,,;wm,, ; ‘, " 10 ALWAYS TALK TO VOUR PARENTS IF YOU - e
* wihadevigy i " DONT FEEL SAE
5 ONLY USE APPS WHICH vou ARE OLD ENOUGH TO USE vir . ot contactyouwho s
ing of the app. If il " il
pa « latetor yo i .
anim gyt st ryostoset TS (1) DONT TEXT AND WALK .
6 BEWARE OF BECOMING ACICTED TO YOUR PHONE T2, S Syt g

hed, whether its ath: i by cars o cyclist
e, 5 . . ) 4 s, s

i it ey o an = T3 . . !
.. ul
12 DON'T SHARE YOUR NUMBER OR-YOUR DEV!CE WITH PEOPLE YOU DON'T KNOW._ _". &

ingy [ahEece syt dore) 0 e to stapodestr kegg RS

Facebook - /NationalOnlineSafety
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LITTLE REMINDERS OF HOW/, To

KIND ONLINE "

ONLINE ABUSE CAN HAVE A SEVERE IMPACT ON PEOPLE'S LIVES AND 1S OFTEN TARGETED AT THE MOST VULNERARLE. (YRERRULLYING HAS REEN SHOWN
TO HAVE PSYCHOLOGICAL AND EMOTIONAL IPACT. IN ORDER FOR US TO DEVELOP BAPATHY FOR UTHERS WE SOMETWES NEED TO MOVE AWAY FROM
FULFILLUNG 0UR OWN NEEDS AND THINK AROUT THE NEEDS OF OTHERS. THIS IS SOMETIMES MORE CHALLENGING ONLINE RECAUSE WE CANNOT SEE THE
PERSON. CONNECT WITH HOW THEY FEEL NOR INTERACT FACE TO FACE.

THIS GUIDE WILL HELP YOU TO BE MORE CAREFUL ONLINE AND IS SUITABLE FOR ANY ENVIRONMENT I E. GAWING. MESSAGING AND SOCIAL MEDIA. [T WiLL
HELP YOU TO UNDERSTAND THE MPORTANCE OF SHOWING KINDNESS AND HOW TO DEVELOP EPATHY ONLINE.

N TOP TIPS FOR EVERYRODY HWAKEUPWEDNE SDAY ﬁ

£
UNDERSTAND WHAT ‘EMPATHY' IS X FEEL SEE anp UNDERSTAND

IF we MAGINE OURSELVES 1 T
ek e STUNTON 0F o o
I Yo e e 00 7 s UNIGERS TA ins, o i
oo sl ING DETACHED AND UNCARING PERHAPS pEVg e
e by 50 YoU cAn WAGINE Trem Ag REAL e
5. IF You KNOW The PERSON. L
4

EMPATHY 15 Tie suiLL 0F RECOGNISNG, UNDERSTANDING AND CARING
AROUT ANOTHER PERSON'S FEELINGS AND TAKING ACTION TO HELP: THIS IS
TRICKER ONLINE BECAUSE RECOGNISNG AND IAGIING HOW ANOTHER PERSON
FEELS 1 HARD WHEN WE ARE NOT WITH THEN FACE TO FACE. WHEN WE TRY
AND UNDERSTAND HOW SOMEONE FEELS THROUGH WORDS ALONE. 1T CAN LEAD
0 CONFUSIIN OR A MISUNDERSTANDING.

ND NOT
T 0r vibeg

CONSIDER A vibgQ cyp

& OFFER HELP %

Y2 REING KIND

o0
REALITY 15 W prg. OF 0UR L ACCORDING T0 DR DAN SEIGEL: A CLINICAL PROFESSOR OF
N 5 THgo ;
NEED 70 pugp e - L PERFECT: Havng EMPAT Hy o S7CAL MEDIA. The 1§ REALLY ABOUT RESPECTING EACH OTHER'S WUINERARLITY AND WANTIG T0
HAVE SELF enpaTyy. FOR OTHERS meANs we WAT THEY ARE STRUGGUNG OR FINDING LIFE

HELP. §0. WHEN SOMEONE 1S SHARING T :
wago: orren vete, even iF T nete 15 A LISTENING ear or sannc. 1 can

UNDERSTAND YOU WOULD FEEL THAT WAY- [0 HERE FOR YOU'™-

- T R —

BE RESPONSIBLE

TRY TO ADD VALVE

(ONSIDER, BEFORE YOU CORMENT ON A POST OR WAGE:
oW CAN | HELP THIS PERSON TO LOWER %E
ADNESS? HOW CAN | ADD SOMETHING TO IMPR 's”w
DISTRESS AND HAPPINESS? SHOWING OTHER PEOPLE!

AN AS ENTERTANMENT AS A WAY T0 GET NUTICED
OR MORE LIKES DOES NOT ADD VALUE:

THINK TWICE BEFORE You AcT.

CONSIER. Are vou

PACT 0 § DISASSOCIATE FROM PACK MENTALITY
M . 1 MPACT ONUINE. 1T 15 EASY T
UNDERSTAND HEIIM A e e LIS 0 GeT cavant up with posive NEGATIVE copuents
Anis THAT WE "Wg/:SIEK 10 pETACH FRO o o ol RYONE ELSE SEENS TO BE. GET CONFORTABLE WITH STANDING OUT, AND
 ouUNE SOETHES MEM\ wis 1T AN BE EPLT 0 cequences AN L TING CAUGHT UP POSTING NEGATWELY BECAUSE EVERYONE ELSE 15. EVEN 1F
Coneliihs T AN WORDS e p COMMENTS PO HAVE ESELES: MEANS STANDING ALONE AND REMINDING OTHER PEOPLE THAT THEIR REHAVIOUR 15
oF VR € “s oF WR ACTIONS: uwm i FEELNG ARWT UNKIND- YOUR COURAGE COULD SAVE A LIFE.
CONSEQUENCE Soneone’s DT
Aop TO

For further info, check out these

online resources too
TS GUBE 1AS BEEN WRITTEN BY ANNA BATERAN:

Online ] bl

THE HEART OF EVERY SCHOOL NTEGRATNG WENTAL

®
S qfety WELENS WITHN THE CORRKULU, SRR CATURE

AND, SYSTENS SHE 15 ALSO A MEVRER OF THE ADVSCRY.
JP FOR, THE DEPARTHENT FOR EDUCATION. ADVSNG,

HWAKEUPWEDNESDAY  rom ot 1es et s et e

National MEET QUR EXPERT
i https://www.themix.org.uk/
https://youngminds.org.uk/

https://www.mind.org.uk/
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